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How do you…. 
• Protect your child? 

o What dangers exist online? 

o What tools are available? 

o What organizations have more information? 

 

• Talk with your child? 

 

 

• Poll: Have you talked with your child about online 

safety? 
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http://www.polleverywhere.com/multiple_choice_polls/K5twGn1cyolBpQ7
http://www.polleverywhere.com/multiple_choice_polls/K5twGn1cyolBpQ7
http://www.polleverywhere.com/multiple_choice_polls/K5twGn1cyolBpQ7
http://www.polleverywhere.com/multiple_choice_polls/K5twGn1cyolBpQ7


You Create An  
Online Identity 

• In an instant…as soon as you tweet, text, IM, post, 

upload…as soon as you create an account 

4/22/2013 TCS Technology Night 3 



What is your child’s 
digital footprint? 

• How does the Internet 

see you? 

• Let’s go way back 

• Google 
o Use the Internet to find someone 

• Credit reports 
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http://personas.media.mit.edu/
http://personas.media.mit.edu/
http://archive.org/web/web.php
http://www.google.com/
http://lifehacker.com/5845900/how-to-use-the-internet-to-investigate-your-next-date-co+worker-or-new-friend-to-ensure-theyre-not-crazy
http://lifehacker.com/5845900/how-to-use-the-internet-to-investigate-your-next-date-co+worker-or-new-friend-to-ensure-theyre-not-crazy
http://www.consumer.ftc.gov/articles/0155-free-credit-reports


Good News 
• Common Sense Media research 

study: 

 

• A majority of teens 13-17 says social 
networking has helped relationships 

• And helped them to be more 
o Confident 

o Outgoing 

o Popular 

o Sympathetic 

o Better about themselves 

• And feel less 
o Depressed 

o Shy 

• Teens prefer face to face 
communication 
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Kids Who Are Making a 
Difference Online 

• Tavi Gevinson – Rookie 

• Abigail Lupi – CareGirlz 

• Winter Vinecki – Teamwinter.org and Facebook 

• Zach Bonner (Twitter)- Little Red Wagon Foundation 

• Nick Lowinger (Facebook) – Gotta Have Sole 

• The College School 
o Jump Rope for Heart 

o University of Delaware Garden for the Community 

o Autism Speaks Light It Up Blue 
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http://www.thestylerookie.com/
http://caregirlz.org/
http://caregirlz.org/
http://caregirlz.org/
http://caregirlz.org/
http://caregirlz.org/
http://caregirlz.org/
http://teamwinter.org/
https://www.facebook.com/teamwinter
https://twitter.com/ZACH_BONNER
https://www.facebook.com/GottaHaveSoleFoundation
https://www.facebook.com/GottaHaveSoleFoundation
https://www.facebook.com/GottaHaveSoleFoundation
http://www.facebook.com/pages/The-College-School-at-the-University-of-Delaware/276686646946


Social Media Sites 
• Facebook 

• Twitter 

• Foursquare 

• Find My Friends 

• Instagram 

• Tumblr 

• Facebook Places 

• Myspace 
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• Pinterest 

• Google+ 

• Yelp 

• ClubPenguin 

• Yoursphere 

• ScuttlePad 

• Giant Hello 

 

• List of sites on 

Wikipedia 

 

http://www.clubpenguin.com/?country=US
https://yoursphere.com/welcome
http://www.scuttlepad.com/
http://www.gianthello.com/
http://en.wikipedia.org/wiki/List_of_social_networking_websites
http://en.wikipedia.org/wiki/List_of_social_networking_websites


The Other Side of  
Being Online 

• Poll: How many hours are children 8-18 online? 

• Undesirable Behaviors 
o Addiction 

o Sharing Too Much 

o Cyberbullying 

o Sexting 

o Scams 

o Copyright violations 

• In the News 
o Steubenville Rape Trial 

o Megan Meier 

o Phoebe Prince 
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http://www.polleverywhere.com/multiple_choice_polls/uXhLKqVuqZqFAWM
http://www.polleverywhere.com/multiple_choice_polls/uXhLKqVuqZqFAWM
http://www.polleverywhere.com/multiple_choice_polls/uXhLKqVuqZqFAWM
http://www.cleveland.com/steubenville-rape-case/index.ssf/2013/03/steubenville_rape_trial_case_s.html
http://www.cleveland.com/steubenville-rape-case/index.ssf/2013/03/steubenville_rape_trial_case_s.html
http://www.cleveland.com/steubenville-rape-case/index.ssf/2013/03/steubenville_rape_trial_case_s.html
http://www.cleveland.com/steubenville-rape-case/index.ssf/2013/03/steubenville_rape_trial_case_s.html
http://en.wikipedia.org/wiki/Suicide_of_Megan_Meier
http://en.wikipedia.org/wiki/Phoebe_Prince


Cyberbullying  
• What is cyberbullying? 

• Physical confrontation 

isn’t there but multiple 

outlets 

• Doesn’t stop when 

school day ends 

• Worldwide potential 

• Poll: How many teens 

have been bullied 

online? 

• 11 facts 
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http://www.onguardonline.gov/media/video-0005-stand-cyberbullying
http://www.polleverywhere.com/multiple_choice_polls/fN6H7Fw1YPDne8t
http://www.polleverywhere.com/multiple_choice_polls/fN6H7Fw1YPDne8t
http://www.polleverywhere.com/multiple_choice_polls/fN6H7Fw1YPDne8t
http://www.polleverywhere.com/multiple_choice_polls/fN6H7Fw1YPDne8t
http://www.dosomething.org/tipsandtools/11-facts-about-cyber-bullying
http://www.dosomething.org/tipsandtools/11-facts-about-cyber-bullying


Cyberbullying Prevention 
• Stopcyberbullying – first cyberbullying prevention 

program in North America 
o Goldilocks (PDF) 

o Ms. Parry’s Guide to Netetiquette 

• Stopbullying.gov – federal government website 

managed by U.S. Department of Health & Human 

Services 

• Cyberbullying Research Center 

• Delaware law 
o State Laws 
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http://www.stopcyberbullying.org/index2.html
http://www.stopcyberbullying.org/parents/Goldilocks.pdf
http://www.stopcyberbullying.org/kids/msparrysguidetonetiquette.html
http://www.stopcyberbullying.org/kids/msparrysguidetonetiquette.html
http://www.stopbullying.gov/cyberbullying/index.html
http://cyberbullying.us
http://cyberbullying.us
http://cyberbullying.us
http://delcode.delaware.gov/title11/c005/sc07/index.shtml
http://delcode.delaware.gov/title11/c005/sc07/index.shtml
http://cyberbullying.us/Bullying_and_Cyberbullying_Laws.pdf


Cyberbullying –  
the victim 

 

Know the signs 
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http://kidshealth.org/parent/positive/talk/cyberbullying.html
http://kidshealth.org/parent/positive/talk/cyberbullying.html


How do You Respond? 
• Talk with your kids 

o Give them strategies 

• Block 

• Do not respond 

• Stand up for others 

• Report and document it 
o To the school 

o To the Internet Service Provider (ISP) 

o To the webmaster/ website 

o To law enforcement 

• Know the terms 
o Catfish 

o cyber stalking 
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http://www.stopcyberbullying.org/reportfbabuse/index.html
http://www.huffingtonpost.com/sue-scheff/catfish_b_2529769.html


Cyberbullying – the Perp 
• What do you do when your child is the bully? 

• Talk to your child 

• Real consequences 
o How does cyberbullying affect others 

• Restrict access to some extent 
o Limit texting 

o Time on computer 

o Sites visited or accounts 
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http://kidshealth.org/parent/positive/talk/cyberbullying.html
http://kidshealth.org/parent/positive/talk/cyberbullying.html
http://kidshealth.org/parent/positive/talk/cyberbullying.html
http://kidshealth.org/parent/positive/talk/cyberbullying.html
http://kidshealth.org/parent/positive/talk/cyberbullying.html
http://kidshealth.org/parent/positive/talk/cyberbullying.html
http://kidshealth.org/parent/positive/talk/cyberbullying.html


Other Online Behavior to 
think about 

• Sexting 
o Guide from Cyberbullying Research Center 

o NetSmartz411 - 1 in 5 

o Crimes Against Children – 2.5% of respondents or 

39 out of 1560 

 

• Copyright 
o Copyright Kids 

o Cyberbee 

o Copyright and Creative Commons 
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http://www.cyberbullying.us/Sexting_Fact_Sheet.pdf
http://www.cyberbullying.us/Sexting_Fact_Sheet.pdf
http://www.cyberbullying.us/Sexting_Fact_Sheet.pdf
http://www.cyberbullying.us/Sexting_Fact_Sheet.pdf
http://www.netsmartz411.org/NetSmartz411/KnowledgeDetail.aspx?id=400649
http://www.unh.edu/ccrc/
http://www.copyrightkids.org/
http://www.cyberbee.com/cb_copyright.swf
http://www.youtube.com/watch?v=YtJdfHXk_u8


What Parents Can Do 
• Can’t protect from everything 

• Share an e-mail, website, or app account 

• Keep computer in a central area, not bedroom 

• Bookmark sites 

• Mistyping URLs can lead to inappropriate materials 

(Whitehouse.gov) 

• Spend time online together 
o Know texting abbreviations 

• 9 – parents watching 

• 99 – parents no longer watching 

• CD9 – parents are around 
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http://www.netlingo.com/acronyms.php


What Parents Can Do 
• Investigate school curriculum and online safety 

initiative – Net Smartz 

• Know where to report obscene or threatening 
messages 

• Know privacy policies - Some sites allow you to 
keep things private 
o Report on Teen Privacy Settings 

• What do cookies track 

• Location services 

  

• Talk with your child and set some ground rules, Net 
Cetera: Chatting with Kids about Being Online 
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http://www.netsmartz.org/Parents
http://www.netsmartz.org/Parents
http://dmlcentral.net/newsletter/05/2012/analytical-take-youth-social-networking-and-web-20-few-moments-amanda-lenhart
http://dmlcentral.net/newsletter/05/2012/analytical-take-youth-social-networking-and-web-20-few-moments-amanda-lenhart
http://dmlcentral.net/newsletter/05/2012/analytical-take-youth-social-networking-and-web-20-few-moments-amanda-lenhart
http://dmlcentral.net/newsletter/05/2012/analytical-take-youth-social-networking-and-web-20-few-moments-amanda-lenhart
http://www.onguardonline.gov/articles/0042-cookies-leaving-trail-web
http://www.onguardonline.gov/articles/0042-cookies-leaving-trail-web
http://www.commonsensemedia.org/advice-for-parents/gps-tracking-should-your-teens-use-location-services
http://www.onguardonline.gov/articles/pdf-0001.pdf
http://www.onguardonline.gov/articles/pdf-0001.pdf


Setting Ground Rules 
• …some have been set for us 

• COPPA - "Children's Online Privacy 

Protection Act," which limits 

companies from collecting personal 

information about kids under 13.   

• FTC 

• New COPPA 7/1/13 
o Expand categories of personal information (e.g., 

geolocation) 

o Encourages companies to develop ways to engage 

parents 

• However, no one really knows you’re 

under 13 on the internet  
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http://www.coppa.org/comply.htm
http://www.onguardonline.gov/articles/0031-kids-privacy
http://www.onguardonline.gov/articles/0031-kids-privacy
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
https://www.wiredtrust.com/coppa/


Set Ground Rules  
• Keep your information safe  

• Consider all information 
o Name, address, phone, SSN, passwords, e-mail addresses 

• Select an appropriate user name 

• Guard your passwords, create strong passwords, 

use different ones 

• Share with care (OnGuard.gov), video, and Living 

Life Online (FTC) -- Think before you post, tweet, 

send, text 
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http://www.ghacks.net/2011/04/28/keeping-your-infomration-safe-online-some-strategies/
http://www.onguardonline.gov/articles/0033a-share-care
http://www.onguardonline.gov/articles/0033a-share-care
http://www.onguardonline.gov/media/video-0004-share-care
http://www.ftc.gov/bcp/edu/microsites/livinglifeonline/index.shtm
http://www.ftc.gov/bcp/edu/microsites/livinglifeonline/index.shtm
http://www.ftc.gov/bcp/edu/microsites/livinglifeonline/index.shtm


Set Ground Rules  
• Post appropriate photos, videos, 

and posts 

• Inform you of online friends 
o Strange behavior 

• Avoid scams 

• Anything you put online is online 

forever 

• Think about the present and your 

future 
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Filtering  
• Firefly web browser – 

does allow other 

browsers, filters Google 

searches 

• KidZui web browser 

• YouTube – safety mode 

avoids inappropriate 

content  

• Google SafeSearch – 

www.google.com/pref

erences 

4/22/2013 TCS Technology Night 20 

http://www.luciboo.com/content.php?id=61
http://www.kidzui.com/
http://www.kidzui.com/
http://www.kidzui.com/
http://www.youtube.com/
http://support.google.com/websearch/answer/510
http://support.google.com/websearch/answer/510
http://www.google.com/preferences
http://www.google.com/preferences


Parental Controls 
• Devices 

o Microsoft Windows – standard user accounts 

o Macintosh (video) 

o iPad, iPhone, iPod Touch 

o PS3 

o Wii U 

• Commercial Software 
o Norton Family – Windows 8 & 7, XP, Vista 

o Net Nanny – Mac, Windows, iOS, Android 

• Free Software 
o Open DNS – protects every device from phishing and inappropriate 

materials 
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http://windows.microsoft.com/en-us/windows-vista/set-up-parental-controls
http://windows.microsoft.com/en-us/windows-vista/set-up-parental-controls
http://www.apple.com/findouthow/mac/
http://support.apple.com/kb/ht4213
http://support.apple.com/kb/ht4213
http://manuals.playstation.net/document/en/ps3/current/basicoperations/parentallock.html
http://www.nintendo.com/consumer/systems/wiiu/en_na/system_settings.jsp?menu=parental_controls_faq&submenu=wup-pc-ht-setup
http://us.norton.com/norton-family-premier/?utm_source=google&utm_medium=cpc&utm_campaign=nof_brand&om_sem_cid=hho_sem_fuse_google_nof
http://www.netnanny.com/home-click?pid=3&gclid=CMHKo83U3rYCFcIv4AodSlIAbA
http://www.opendns.com/home-solutions/parental-controls/


Facebook 
• Safety: https://www.facebook.com/safety  

• Training wheels: BeSeen 

•  BeSeen support materials 

• Stats of what kids do online 

• Poll: How many children under 13 are on 
Facebook? 
o Answer 

o Wall Street Journal 

o Age limit: Webwise Kids’ Position on Facebook Age Limit 

• Who sees your Facebook data? 
o Blocking  

• Instagram 
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https://www.facebook.com/safety
http://www.webwisekids.org/programs-beseen.html
http://wired.webwisekids.org/BeSeen/
http://wired.webwisekids.org/BeSeen/
http://wired.webwisekids.org/BeSeen/
http://facebook-parental-controls-review.toptenreviews.com/30-statistics-about-teens-and-social-networking.html
http://facebook-parental-controls-review.toptenreviews.com/30-statistics-about-teens-and-social-networking.html
http://www.polleverywhere.com/multiple_choice_polls/esqW5OeagOuaV34
http://www.polleverywhere.com/multiple_choice_polls/esqW5OeagOuaV34
http://adage.com/article/adagestat/stat-day-7-5-million-pre-teens-facebook/227462/
http://adage.com/article/adagestat/stat-day-7-5-million-pre-teens-facebook/227462/
http://online.wsj.com/article/SB10001424052702303506404577444711741019238.html?mod=WSJ_Tech_LEFTTopNews
http://www.webwisekids.org/about-facebook-age-limit.html
http://www.webwisekids.org/about-facebook-age-limit.html
http://www.webwisekids.org/about-facebook-age-limit.html
http://www.webwisekids.org/about-facebook-age-limit.html
http://www.consumerreports.org/cro/magazine/2012/06/facebook-your-privacy/index.htm
http://www.consumerreports.org/cro/magazine/2012/06/facebook-your-privacy/index.htm
http://www.facebook.com/help/168009843260943
http://news.cnet.com/8301-1023_3-57508430-93/how-instagram-became-the-social-network-for-tweens/


Twitter 
• Privacy policy 

• Safety tips for parents 

• Block People on Twitter 

• Reporting Abuse 
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https://twitter.com/privacy
http://support.twitter.com/groups/33-report-a-violation/topics/166-safety-center/articles/470968-safety-parent-and-teen-tips
https://support.twitter.com/articles/117063
https://support.twitter.com/forms/abusiveuser


Off to College 
• Poll: How many college 

admission officers use Google or 

Facebook in Applicant 

Evaluations? 
o Answer 

o Configuring social media to get into college 

o Facebook 

• Grandparent test 
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http://www.polleverywhere.com/multiple_choice_polls/XblzKAOrwgs3DRh
http://www.polleverywhere.com/multiple_choice_polls/XblzKAOrwgs3DRh
http://www.polleverywhere.com/multiple_choice_polls/XblzKAOrwgs3DRh
http://www.polleverywhere.com/multiple_choice_polls/XblzKAOrwgs3DRh
http://press.kaptest.com/press-releases/kaplan-test-prep-survey-finds-that-college-admissions-officers-discovery-of-online-material-damaging-to-applicants-nearly-triples-in-a-year
http://abcnews.go.com/Technology/social-media-hurt-college-bid/story?id=17520370
http://www.usnews.com/education/blogs/college-admissions-experts/2011/04/06/can-facebook-posts-lead-to-college-rejections


Preparing for a Career 
• What employers want to see on Facebook, stats on 

employment offers and rejection 

• Poll: What percentage of employers look at social 

media? 
o Answer  
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http://www.forbes.com/sites/kashmirhill/2011/10/03/what-prospective-employers-hope-to-see-in-your-facebook-account-creativity-well-roundedness-chastity/
http://www.forbes.com/sites/kashmirhill/2011/10/03/what-prospective-employers-hope-to-see-in-your-facebook-account-creativity-well-roundedness-chastity/
http://www.polleverywhere.com/multiple_choice_polls/kDf43BQau9an64X
http://www.polleverywhere.com/multiple_choice_polls/kDf43BQau9an64X
http://www.polleverywhere.com/multiple_choice_polls/kDf43BQau9an64X
http://www.polleverywhere.com/multiple_choice_polls/kDf43BQau9an64X
http://www.prnewswire.com/news-releases/thirty-seven-percent-of-companies-use-social-networks-to-research-potential-job-candidates-according-to-new-careerbuilder-survey-147885445.html
http://www.prnewswire.com/news-releases/thirty-seven-percent-of-companies-use-social-networks-to-research-potential-job-candidates-according-to-new-careerbuilder-survey-147885445.html


Safety Organizations 
• National Center for Missing and Exploited Children - NetSmartz  

- interactive, educational safety materials 

 
• GetNetWise -- Internet industry corporation and public interest 

groups ensure that users have safe online experiences 

 

• Delaware Attorney General Office 
o Online Protection 

o Chatrooms 

 

• OnGuardOnline.gov – provides tips from the federal 
government and the technology community on how to 
prevent internet fraud, secure computers, and protect privacy 

 
• FTC.gov – The Federal Trade Commission protects consumers 

o Can download and order educational materials 
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http://www.netsmartz.org/Parents
http://www.netsmartz.org/Parents
http://www.getnetwise.org/
http://attorneygeneral.delaware.gov/consumers/protection/brochure/yourchild.pdf
http://attorneygeneral.delaware.gov/consumers/protection/brochure/chatrooms.pdf
http://onguardonline.gov
http://ftc.gov/
https://www.ftc.gov/opa/subscribe.shtm


Safety Organizations 
• CommonSenseMedia.org – Common Sense Media is dedicated to improving the lives of kids 

and families by providing the trustworthy  information, education, and independent voice they 
need to thrive in a world of media and technology.  

 

• CyberBully411.org – Cyberbully411 is an effort to provide resources for youth who have questions 
about or have been targeted by online harassment 

 

• ConnectSafely.org – a project of Tech Parenting Group, is for parents, teens, educators and 
advocates for learning about safe, civil use of Web 2.0 together.  

 

• iKeepSafe.org – teaches children of all ages the basic rules of internet safety, ethics, and the 
healthy use of  connected technologies 

 

• NetFamilyNews.org – A nonprofit news service for parents, educators, and policymakers who 
want to keep up on the latest technology news and commentary about online youth, in the 
form of a daily blog or weekly email newsletter 

 

• WiredSafety.org – provides help, information, and education to internet and mobile device users 
of all ages 

 

• StaySafeOnline.org – The National Cyber Security Alliance seeks to create a culture of cyber 
security and safety awareness by providing knowledge and tools to prevent cybercrime and 
attacks. 
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http://www.commonsensemedia.org/
http://www.cyberbully411.org/
http://www.connectsafely.org/
http://www.ikeepsafe.org/
http://www.netfamilynews.org/
https://www.wiredsafety.org/
http://staysafeonline.org/


Go Figure 
• Online Usage Stats from the Family Online Safety 

Institute 
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http://www.youtube.com/watch?v=hSQ6GcskLNg
http://www.youtube.com/watch?v=hSQ6GcskLNg


Thank you! 
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